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Abstract— The Equifax data breach that occurred in 2017 was one of the largest data security incidents in history, impacting
approximately 147 million individuals. This incident highlights the importance of effective crisis management and recovery
strategies in the face of cybersecurity threats. This article explains the crisis management and recovery strategies implemented by
Equifax following the data breach. This research uses a case study approach to analyze the actions taken by companies in responding
to incidents, including crisis communication, security system improvements, and compensation to consumers. In addition, this article
also discusses the challenges and failures faced by Equifax, and provides recommendations for future improvements. It is hoped that
the findings of this research will provide insight for other companies in developing more effective policies and strategies to deal with
data security crises in the future.
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1. INTRODUCTION

Data leaks have become one of the most serious threats in today's digital era, with the potential to damage a company's
reputation and threaten the security of users' personal information. Data leaks can be caused by a variety of factors,
including sophisticated hacker attacks, human error, or weaknesses in security systems. One prominent example is the
data leak that occurred at credit company Equifax in 2017. The incident not only resulted in huge financial losses for the
company, but also raised questions about effective crisis management and post-data leak recovery strategies. The
Equifax case study offers valuable insight into how a company can respond to and recover from a reputation-damaging
data leak.

In March 2017, Equifax Systems was compromised via a vulnerability in the Apache Struts web application. In
May-July 2017, unauthorized access was not detected for months, then sensitive data was leaked (Novak & Vilceanu,
2019). In September 2017, Equifax disclosed a data breach, leading to public outcry, a drop in stock prices, and the
resignation of its top officials. The cause is a failure in vulnerability management in the web application.
Communication breakdowns and a lack of effective IT policies led to it not realizing a vulnerable version of Apache
Struts was running on its systems (Petru-Cristian, 2023). The timeline of these events can be seen in the following
figure 1.
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Figure 1. Equifax Data Breach Timeline (Venkatesh Sundar, 2018)

Equifax is one of the world's largest credit reporting agencies, holding the sensitive information of millions of
consumers. In September 2017, Equifax announced that it had been the victim of a cyber attack that resulted in the leak
of the personal data of 147 million people (Berghel, 2020). The leaked data included names, social numbers, birth dates
and other personal financial information. Equifax lacked robust security policies and controls to detect and respond to
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intrusions. After the incident, Equifax faced numerous lawsuits, including a class action lawsuit that reached $700
million. This incident highlights the vulnerabilities that exist in large companies' information security systems, as well
as the need for effective crisis management strategies.

An effective crisis management strategy in a data leak situation requires quick and coordinated action to
mitigate the negative impact. One of the first steps companies must take is to identify the source and scale of the data
leak. Equifax must immediately close the security gaps that allowed the attack to occur and stop unauthorized access to
their systems. Apart from that, companies also need to carry out a thorough risk evaluation to determine the potential
financial and reputational losses that may arise due to data leaks (Kolevski et al., 2021).

After identifying the source of the data leak, the next step is to provide notification to affected consumers and
the appropriate supervisory authorities. Equifax must provide clear and accurate information about the type of data that
was leaked and the steps it is taking to protect consumers from data misuse. Prompt and transparent notifications can
help restore consumer trust and reduce potential reputational damage to companies.

In addition, companies also need to improve the security of their systems and fix existing weaknesses to
prevent data leaks in the future. Equifax should conduct regular security audits, improve encryption of sensitive data,
and improve security training for their employees. Post-data leak recovery also involves rebuilding a company's
reputation through clear and consistent communication with consumers, business partners, and other stakeholders
(Bernard Oloo Akello, 2024). Equifax must demonstrate their commitment to improving data security and preventing
future data leaks.

In the Equifax case study, an effective crisis management and post-leak recovery strategy required
collaboration between various departments within the company, including information security, legal, and corporate
communications. Companies also need to learn from their mistakes and continuously improve their information security
S0 as not to repeat the same mistakes in the future. Thus, the Equifax case study provides valuable insight for other
companies on how to confront and recover from reputation-damaging data leaks.

2. RESEARCH METHODOLOGY

2.1 Research Stages

The research method used in this research is a descriptive-analytic method with a qualitative approach. Data will be
collected through literature studies and document analysis related to the Equifax data leak as well as the response and
crisis management strategies implemented by the company. A SWOT analysis was conducted to evaluate the crisis
management and post-data leak recovery strategies implemented by Equifax. SWOT analysis is an effective approach to
identifying the strengths, weaknesses, opportunities and threats facing an organization in a particular context
(Benzaghta et al., 2021). In the context of the Equifax case study, a SWOT analysis will help understand the internal
and external factors that influenced the company's response to its data leak .

First, in conducting a SWOT analysis of Equifax's crisis management strategy, the author will evaluate the
company's strengths in dealing with data leaks (Hajizadeh, 2019). Equifax is strong in terms of having strong financial
resources, a broad network, and extensive experience in the credit industry. These factors can help companies take
quick and effective steps to address data leaks and restore customer trust.

Then, the author will look at the weaknesses of Equifax's crisis management strategy. One of the weaknesses
that can be identified is the lack of focus on data security before a leak occurs. This can be seen from Equifax's failure
to identify and respond to security threats that lead to mass data leaks. Apart from that, slow responses and less
effective communication with stakeholders are also weaknesses in their crisis management.

Next, the author will evaluate the opportunities that Equifax can exploit in post-data leak recovery. One
opportunity that can be identified is improving data security and transparency in communications with customers to
rebuild their trust. Companies can also use this incident as momentum to improve their overall security infrastructure.

Finally, the author will identify the threats faced by Equifax in managing data leaks and post-leak recovery.
These threats include the potential loss of customer trust, lawsuits and stricter regulations related to data security, as
well as a negative impact on the company's reputation.

By conducting this SWOT analysis , the author was able to identify the key factors that influenced the crisis
management and recovery strategy after the Equifax data leak. This analysis can also provide valuable insight for other
companies in the same industry facing similar situations in the future.

3. RESULT AND DISCUSSION

This research revealed various important findings regarding the strategies implemented by Equifax following the 2017
data leak. The analysis carried out included identifying strengths and weaknesses in Equifax’s response to the incident,
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as well as opportunities and threats faced in recovery efforts. By using the SWOT analysis method, this research
provides in-depth insight into the effectiveness of the steps taken by Equifax and their implications for public trust and
the company's business sustainability.

3.1 IT governance to prevent data leaks

Good IT governance is the main foundation in preventing data leaks that can harm the company. In an ever-evolving
and increasingly complex environment, data protection becomes more important as time goes by. Data leaks can be
caused by various factors, ranging from hacker attacks to human error (Fowler & Maranga, 2022). Therefore, if a
company has strong policies, adequate technology, and a security culture embedded in the organization, it can help
reduce the risk of data leaks. By adopting a holistic and proactive approach to data security, companies can reduce the
impact of data leaks and maintain their reputation and customer trust.

The following are IT Governance steps that companies can use to prevent data breaches:

a. Carrying out Data Identification and Classification, by identifying sensitive data and classifying it based on its
level of importance and sensitivity can help determine the level of security required for each type of data (Li et al.,
2023).

b. Create a reliable data security system, by adding a security system consisting of encryption, firewall, VPN and
antivirus to protect data from unauthorized access and malware attacks (Aslan et al., 2023).

c. Maintaining password security, by implementing strong access controls and authentication mechanisms,
organizations can ensure that only authorized individuals have access to sensitive information. Multi-factor
authentication can also be used to prevent unauthorized access. Additionally, using a strong password with a
minimum length of 8-16 characters and avoiding common mistakes in creating passwords will help improve
security (Suleski et al., 2023).

d. Carrying out routine employee training, routine employee training in IT governance aims to increase employee
understanding and skills in managing IT effectively (Osborne & Hammoud, 2017). It includes material on IT
governance concepts, control-based risk management, IT governance frameworks and best practices. This training
helps employees understand how to manage IT systems, data and services well so that the company can operate
more safely and efficiently.

3.2 SWOT analysis (Strengths, Weaknesses, Opportunities, Threats) on Equifax company strategy

A SWOT analysis of Equifax's corporate strategy in dealing with data leaks revealed various strengths, weaknesses,
opportunities and threats (Fowler & Maranga, 2022). The SWOT analysis of Equifax’s shown in Table 1.

Table 1. The SWOT Table of Equifax’s

Strengths Weaknesses Opportunities Threats
Reputation and Security Incidents Market Expansion Adverse
Experience Regulatory Technological Regulatory
Global Reach Dependence Innovation Changes
Extensive Data Intense Strategic Increasing
Assets Competition Partnerships Competition
Diverse Product Cybersecurity Growing Demand Cybersecurity
Offerings Vulnerability for Data Security Threats
Advanced Services Economic
Technology Favorable Fluctuations
Regulatory Litigation and
Changes Fines

3.2.1  Strengths

The Strengths of Equifax includes the strong financial capability to invest substantial resources in improving its
cybersecurity systems and the capacity to provide free credit monitoring services to affected consumers. Additionally,
Equifax has access to leading cybersecurity experts who can help strengthen their security infrastructure.

3.2.2  Weaknesses

The Weaknesses findings included a lack of transparency in initial communications with the public, resulting in
confusion and reduced consumer confidence. Additionally, slow responses and complicated compensation procedures
add to consumer dissatisfaction.
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3.2.3  Opportunities

On the other hand, the opportunities available to Equifax following this incident include the opportunity to repair and
strengthen its reputation through significant improvements in data security and operational transparency. Companies
can also take advantage of these incidents to develop new, stronger cybersecurity products and services, which can
attract consumer trust in the future.

3.2.4  Threats

The Threats faced by Equifax include increased regulatory scrutiny and potential sanctions from regulatory agencies, as
well as the risk of litigation from affected consumers. Additionally, loss of consumer confidence can have a negative
impact on long-term business, reducing market share and affecting a company's profitability.

This SWOT analysis shows that while Equifax has strengths and opportunities to improve the situation, it must also
address significant weaknesses and threats to restore and maintain consumer confidence and business stability.

3.3 The Role of Organizational Culture in Events at Equifax

Organizational culture plays a crucial role in the success or failure of a company, including in the security aspect.
Equifax, a company that experienced a major data breach in 2017, shows how organizational culture can impact
security (Wijaya, 2019). Here are some cultural factors that can influence security failures:

a. Lack of communication

A culture that cannot encourage effective communication can hinder the exchange of information about security risks. If
employees don't feel free to report problems or ask questions, potential security gaps may be overlooked.

b. Micromanagement

If management unduly limits employee creativity and initiative, this can hamper the organization's ability to identify
and address security threats.

c.  Lack of clear expectations

A culture that does not set clear expectations regarding security can lead to a lack of clarity in the actions that must be
taken to protect data and systems.

d.  Fast hiring and firing

If an organization does not evaluate candidates well before hiring them, unsuitable new staff can destroy the culture and
result in high employee turnover.

In optimizing security, companies need to build a culture that encourages open communication, transparency and risk
awareness (Salahdine & Kaabouch, 2019). Additionally, ensuring that security values are embedded throughout the
organization is an important step to avoid security failures like those that occurred with Equifax.

3.4 Strategies that can be implemented to prevent data breaches

The Equifax, a major credit institution, has experienced significant data security incidents in the past, highlighting the
importance of effective security risk management. To overcome these challenges, Equifax needs to adopt new strategies
that are more proactive in managing data security risks, increasing security awareness, innovating in security
technology, and complying with relevant data security regulations, Equifax can reduce future security risks and rebuild
trust with customers and other stakeholders (Bima Pamungkas, 2021).

Here are some recommended strategies that can help Equifax mitigate future risks:
a. Improved IT Security

Companies need to adopt the latest security technologies, such as data encryption, use of VPN (Virtual Private
Network), and regular software updates. For example, Target Corporation experienced a data breach in 2013 due to a
weakness in their security system, resulting in millions of customer data being stolen (Bima Pamungkas, 2021).

b. Employee Education and Training

Companies must provide training on cybersecurity to employees so they understand threats and how to address security
risks. For example, Uber's data breach in 2016 occurred due to a phishing attack that managed to compromise user data
due to a lack of security awareness (Syafira, 2020).

c.  Access Rights Management

Companies must ensure that access rights to sensitive data are limited according to job requirements. For example, the
Equifax data breach in 2017 occurred due to a security flaw that allowed hackers to access sensitive customer credit
data (Hapsari & Pambayun, 2023).
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d. System Activity Monitoring

Companies must monitor system activity continuously to detect suspicious activity or potential attacks. For example,
the Yahoo data breach in 2014-2016 occurred due to an attack that went undetected for months (Rosati et al., 2019).

e. Implementation of Strict Security Policies

Companies must have clear and strict security policies, and ensure that they are adhered to by all employees and
business partners. For example, the Sony data breach in 2011 occurred due to security flaws caused by weak security
policies (Aswandi et al., 2020).

By implementing these strategies, companies can reduce the risk of data breaches and protect sensitive company
information and customer data.

4. CONCLUSION

In dealing with data security crises such as data leaks, good IT governance is the key to preventing similar incidents
from occurring in the future. Equifax experienced challenges in their IT governance, especially in strengthening security
systems and managing appropriate access rights. A SWOT analysis of Equifax's corporate strategy revealed some
strengths, such as strong financial resources, but also identified weaknesses in its crisis response, such as a lack of
transparency in communications. To prevent data breaches, strategies that can be implemented include improving IT
security, employee education and training, strict management of access rights, monitoring system activity, and
implementing strict security policies. Companies can learn from Equifax's mistakes and successes in dealing with this
data security crisis, and take proactive steps to strengthen their security systems and respond quickly if future incidents
occur. Thus, companies can reduce the risk of data breaches and protect their sensitive information as well as customer
data.
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